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Program analysis tools and methods

What they are

What they can do for security (reverse, vulnerabilities)

Their strengths & limites
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OUTLINE

« Context

 What are formal methods?

 An overview of program analysis
 The hard journey from source to binary
« A few case-studies

e Discussion & Conclusion
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EXAMPLE: VULNERABILITY DETECTION

4808 G088 50cC3 5589 e5C7 gplz GA00 AEbE 4BOE GO0 Sdc3 558
A0EE BORE 4500 0000 4

bFBe GEZL OO0 082 3
e5CT 8548 bfde BEZ2
5dc3
BanE

Find vulnerabilities before the bad guys e

aane
chat

* On the whole program e

fcap

* At binary-level s
« Know only entry point and input format

aLEE
chas
feDE
fcag
Faap
oLEE
CH45
4B
DanE
famd
AR
fFrap
DR
CH45
fean
Fe@i
femid
AR
cEAS

¥C3 S5

YERE GRR8

1008 GOkE Sded phap

sf@e GEZ1 OQO0 0BLE SEOD 5589 eSc? 0k
25CT @540 bfoe BEZZ QOO0 9@ Sdc3 BEZ
sdc3 S5RE9 25H3 eclB CTES pARE 4988 ecl
1008 2148 bfde AB32 FEOD 4BLf HedB BES

Bb@a B548 =10b 0BFF e0ctH 9FE7 GO02Z QG0 Bbdd B548 =10b OBF
10cE A5TR BBcE 45Fa GOCT 45F7 GOcCE 456 0BcE 45F2 20cE 45F
1088 GBEed dSE1 AOEE C645 p548 hfee PBEEZ 0008 GEe? d9E1 088
cB4L foBB cE45 fa@l BOTd frol ce4s FEEE ceas fopa ceas fas
1BbfF QedB Q300 0DOE BOTd FhOE 750a 705 4BbF Gedd @360 00O
fc@@ 750a C7E5 4Bbf GedB fba@ 7418 8@87d fcd@@ 750a c7ES 4Bb
feae 7415 @e7d fhoe 740F poap AR BE7d frAE 7415 BR7d Tha
IGAE BEA8 =5HE B18008 GBeY c7as 4Ebf @eEE DEOE GDEA =SHE B1D

Find a needle in the heap!

B NSTITUT .
oT 2
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list EXAMPLE: COMPILER « BUG » _ . .
ceatecn Security bug introduced by a non-buggy compiler

void getPassword(void) {
char pwd [64];

ource B compiler f§ Executable if (GetPassword(pwd,sizeof (pwd))) {
Code

/* checkpassword */

}

nemset (pwd, 0, sizeof (pwd));

}

1 Optimizing compilers may remove dead code

OpenSSH CVE-2016-0777
B pwd never accessed after memset

1 Thus can be safely removed Our goal here:
. . Check the code after compilation
1 And allows the password to stay longer in memory
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SOLUTION? BINARY-LEVEL SEMANTIC ANALYSIS

Semantic tools help make sense of binary

Semantic preserved

m Develop the next generation of binary-level tools'!

m motto : leverage formal methods from safety critical systems

by compilation or
obfuscation

Model Source code
__ int foo{int %, int y) {
I int k= x;
int c=y;
while (c=0} do {
k++;
LR =2}
eturn k;
b B y “
Assembly Executable
_start:
load A 100 ABFFFTROBOTOESECA101001B0ES
145634 TAS2 IAARFFEETHABDCFASE
add B A 5AIBACEDODSESFSD1EDEIST1S657
cmp B0 LA EDRCAAL BOADA S TO0R46501
ile lakel IAS6EAHAIES0ETHIASEFFADECAL 3
O0113456735FFD4S1E]1IABORODAD
SR Can reason about
label: FFF225A6ADDAESNS T TEEO0O0G0G0
move @100 B

sets of executions
 find rare events
* prove facts

W2l
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Model

Xx=0/x:=x1

NOW: BINARY-LEVEL SECURITY

Source code

int foo(int x, inty) {
int k= x;
int c=y;
while (c>0) do {
kK++;
c--}
return k;

}

Assembly

_start:
load A 100
add B A
cmpBO
jle label

label:
move @100 B

Executable

ABFFF780BD70696CA101001BDE45
145634789234ABFFE678ABDCF456
5A2B4C6D009F5F5D1E0835715697
145FEDBCADACBDADA459700346901
3456KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB080DAD
344252FFAADBDA457345FD780001
FFF22546 ADDAE989776600000000
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OUTLINE

« Context

 What are formal methods?

 An overview of program analysis
 The hard journey from source to binary
« A few case-studies

e Discussion & Conclusion
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BACK IN TIME: THE SOFTWARE CRISIS (1969)

The major cause of the software crisis is that the machines have become

several orders of magnitude more powerful ! To put it quite bluntly : as long as
there were no machines, programming was no problem at all; when we had a
few weak computers, programming became a mild problem, and now we have

gigantic computers, programming has become an equally gigantic problem.

- Edsger Dijkstra, The Humble Programmer (EWD340)

N

http ://en.wikipedia.org /wiki/List_of_software_bugs

Testing can only reveal the presence of errors but never their absence.
- E. W. Dijkstra (Notes on Structured Programming, 1972)
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ABOUT FORMAL METHODS

m Between Software Engineering and Theoretical Computer Science

m Goal = proves correctness in a2 mathematical way

|Success in safety-critical

Model Source code

> [ [ »> v

Kind of properties

Key concepts : M = ¢

M : semantic of the program absence of runtime error

@ : property to be checked pre/post-conditions

temporal properties

= : algorithmic check

, BINSTITUT
— CARNOT

.
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Model

X=>0/x:=x-1

Input model?

Source code

Assembly

int foo(int x, inty) {
int k= x;
int c=y;
while (c>0) do {
k++;
c-;}
return k;

}

_start:
load A 100
add B A
cmp B O
jle label

label:
move @100 B

Executable

ABFFF780BD70696CA101001BDE45
145634789234ABFFE678ABDCF456
5A2B4C6D009F5F5D1E0835715697
145FEDBCADACBDAD459700346901
3456KAHA305G67H345BFFADECAD3
00113456735FFD451E13AB080DAD
344252FFAADBDA457345FD780001
FFF22546ADDAE989776600000000

A set of relevant behaviours
« Reachable states

« Traces (finite or infinite)
« Execution Tree

o . , = CARNOT
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Specification?

* Clearly specified /*@ requires -1000 <= x <= 1000;
 Logic, automata, etc.
A set of good behaviours ¥/
« Reachable states | ‘ ‘ +
. Traces (finite or infinite) int abs(int x) int abs(int x)
- Execution Tree L L
. int r, int r,
if (x »>= 0) if (x >= 9)
r = X; r=X;
else else
r= - X; r= - X;
return r; return r;
} }

W2 L]
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Specification?

Spec may be implicit Examples from static
 Good typing analysis benchmarks

« No runtime error #define TAILLE_TAB 1024
int tab[TAILLE_TAB];

void f(void){

int index;
. for (index = @; index < TAILLE TAB
A set of good behaviours . . j index++)
int abs(int x) {
« Reachable states { tab[index] = ©;
.. . . int r;
° ] ! }
Eraces:[_(fml_lt_e or infinite) 3 (x 5= 0) tab[index] = 1;
. xecution Tree r=x - }
. else /_I integer overflow \-‘ out of bounds
" r=- X
return r; access
}

void main(void)

{ /-‘ uninitialized
int* p; .
umd zdvs(int p) *p = 42; pOInter
int 1,5 - 13 /_I division by zero
i - 1028 / (5p

}

' IINSTITUT
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Algorithmic check (1)

Model Source code
- int foo(int x, int y) {
X0 /%= x 1 Intk=x;:
Xi=ath int c=y;
while (c>0) do {
k++;
x=01 c=}
return k;
r
Assembly Executable
start:
load A 100
add B A
cmp B O
jle label
label:
move @100 B

A set of relevant behaviours A set of good behaviours
e Reachable states e Reachable states
« Traces (finite or infinite) - « Traces (finite or infinite)
« Execution Tree e Execution Tree
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list Algorithmic check (2) .

ceatech
B Two key aspects of program analysis
« Mastering abstraction
» Fighting indecidability / intractability

J
Problem is often undecidable
« Over-approximation
 Under-approximation
Il Withess?
~
» Abstract Interpretation [1977, Cousot]
« Model checking [1981, Clarke - Sifakis]
« Weakest precondition calculi [1969, Hoare]
\_ J

.
universite
PARIS-SACLAY

Sébastien Bardin -- ENSTA Course 2017-2018 -- Semantic attacks | 17



A DREAM COME TRUE ... IN CERTAIN DOMAINS

Industrial reality in some key areas, especially safety-critical domains

m hardware, aeronautics [airbus]|, railroad [metro 14|, smartcards, drivers
[Windows], certified compilers [CompCert] and OS [Sel4], etc.

Verification of

m runtime errors [Astrée]
functional correctness [Frama-C *]
numerical precision [Fluctuat *|

source-binary conformance [CompCert|

ressource usage [Absint]

* . by CEA DILS/LSL
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A DREAM COME TRUE ... IN CERTAIN DOMAINS (2)

Verification of drivers [SDV]|

m conformance to MS driver policy

=& Windows10

m home developers

m and third-party developers

Things like even software verification, this has been the Holy Grail of computer
science for many decades but now in some very key areas, for example, driver
verification we're building tools that can do actual proof about the software
and how it works in order to guarantee the reliability.

- Bill Gates (2002)
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A DREAM COME TRUE ... IN CERTAIN DOMAINS (3)

The SMACCMCopter: 18-Month Assessment

« The SMACCMCopter flies:
- Stability control, altitude hold, directional hold, DOS detection.
- GPS waypoint navigation 80% implemented.

- Air Team proved system-wide security properties:

- The system is memory safe.

- The system ignores malformed messages.

- The system ignores non-authenticated messages.

« All “good"” messages received by SMACCMCopter radio will reach the
motor controller.

« Red Team:
« Found no security flaws in six weeks with full access to source code.

- Penetration Testing Expert:;

The SMACCMCopter is probably “the most secure UAV on the planat” 0
ols aval

Formally-hardened drone
* memory safety
* Ignores bad messages

Red team attack
6 weeks, access to source
* no security bug found

BINSTITUT "
CARNOT NI
. PARIS-SACLAY
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Other successes

7 Read type and payload length First +/
Hbtype = *prs;

r = ss13 write bytes(s, TLS1RT HEARTREAT, buffer,
+ padding);

pi:) if (r )= 0 B s-oms

59 s-msg_call

TLS1 RT_HEARTREAT,

595 buffer, 3 + payload + padding,

Source
Code

Compiler
\

Compcert
Sel4

SAGE

I - i
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OUTLINE

« Context

 What are formal methods?

 An overview of program analysis
 The hard journey from source to binary
« A few case-studies

e Discussion & Conclusion
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OUTLINE

 An overview of program analysis

« Basic disassembly: linear sweep & recursive traversal

« Program semantic
« Basic static analysis: constant propagation

« More complicated: domain propagation, taint, combination

* Properties of program analysis
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CHALLENGE: CORRECT DISASSEMBLY

"
R1l := RZ2+1
A := @(R1)
ABFFF?EDBD?DECMUIUmBnFﬂ.s
1456347892 34 BFFE L
54284 @
l45r[DBCAﬁ.CBDAD459?UD34EQUl fEIEE true

3456KAHAZ0SGETHI45BFFADECADS

FFFEES4EADDAEEEE?TEEDGUDDDEU '---.._h_‘___ki R1 := R1+4

A := @(R1)

L

push A

Basic reverse problem
« aka model recovery
« aka CFG recovery

' -INSTITUT
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CAN BE TRICKY! * code —data

 dynamic jumps (jmp eax)

Sections Code Assembly
text (Functions) — [.]
|
| ] ] ] ]
nqain ................ - | | | |
[-]
66190N66N90 unknown L]
66 90 66 90 90 =
[-1
_libe_csu_init — E—
unknown o [[rep_rem
SoRsansanspse EENEE ERIFF BSeaECoEEEMaEE] " [
push ebx
fini J —LEMM_Proc ... | sub esp, 8
rodata _fp_hw, _IO_stdin_used Cae e oxisiy
08 B4 84 04 08 “val%din” add esp, &
[PI 1B 03 3B 28 00 @0 00 04 00 00 00 54 FD FF| ~wilchjump table pop ebx
.eh_frame_hdr L Lretn
m code m dead bytes m global csts m strings m pointers m other

.'IINSHTUT
CARNOT

.
universite
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STATE-OF-THE-ART TOOLS ARE NOT ENOUGH

(0x4013e0  push %ebp ) Just add
4 ™ @x4@14el  mov ¥esp,%ebp
@x401419  mov axc(%esp), keax .y C
ox40141d  sub  $Ox4,%eax g::g}jgi :ﬁ: i;:gxgizi’%eax mov %eax,%ecx
0x401429  imul  Oxc(%esp),keax W o 401437 add  $0x402064, %eax mov %ecx,%eax
@x481425  mov %eax,dx4 (%esp)
@x40143c  mov (%eax), %eax
Ox491429 cmpl $OxE, 0x4(Kesp) Ox401441 mov Yeax %ecx
\Ox4eTdze  ja oxa014a0 J 0x401446 mov  %ecx,%eax and break results
@x4@144b  jmp *Hheax
p vy
Px401520 ... ex401470 ... @x4e14fe ... Bx4a14a0 ... Ox401450 ...

0x4015a5 call D 0x4@1475 call F1 0x4014f5 call F2 Bx4014a5 call F3 0x491455 call F@

Ox4016d0@ leave
@x4016d1 ret

. ; _ With IDA
« Static (syntactic): too fragile

 Dynamic: too incomplete

BINSTITUT
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Basic disassembly <EXO>

* Input: abinary code (map<addr -> byte>) and initial address addr_0
« Qutput : map <addr -> instr>

 Also function decode: (code, addr) -> (instr, size)

* Instr ::=operation | halt | jump k | ite(b,k,k’) | jump x

* Write: N
* Linear sweep disassembly  Correct?
* Recursive disassembly « Complete?

« Combination )
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list Linear sweep

TODO = {addr_0}
Instr ;= {} // pairs (addr,instr)

while TODO <> empty do

choose addr \in TODO;

TODO :=TODO - addr;

(i,size) := decode(addr);

Instr ;= Instr + (addr,i)

if (addr+size+1 < code_limit) TODO := TODO + (addr+size+1) end if
end while

return Instr

Sébastien Bardin -- ENSTA Course 2017-2018 -- Semantic attacks | 28
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Recursive traversal

TODO :={addr_0}
Instr := {} /Il pairs (addr,instr)

while TODO <> empty do
choose addr \in TODO;
TODO :=TODO - addr;
(i,size) := decode(addr);
Instr := Instr + (addr,i)

next :=
match i with
halt -> {}
operation -> {addr+size+1}
jump a' ->{a’}
ite(f,a',a") -> {a',a"}
jump EAX -> 7?7?77
end match
TODO :=TODOQO + next
end while

return Instr
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Combined disassembly?

' BINSTITUT
CARNOT
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OUTLINE

 An overview of program analysis

« Basic disassembly: linear sweep & recursive traversal

« Program semantic
« Basic static analysis: constant propagation

« More complicated: domain propagation, taint, combination

* Properties of program analysis
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Semantic: an idea

Petit langage imperatif a valeurs entieres

Expressions Expr

en= X variable, x € Var
Z constante entiere, z € 7,
ete|-elexe|e/e expressions arithmétiques

e=e|e<=e| e (e) expressions hooléennes

Instructions Instr

= X = e affectation
if e then 1 else / fi conditionnelle
while e do i done houcle
i séq[uence
skip sans effet

' BINSTITUT
CARNOT

.
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Semantic: an idea (2)

B la syntaxe décrit seulement I'ensemble des programmes qu'on
peut d'écrire

B elle ne précise pas le sens de chaque entité syntaxique (ici les
expressions et les instructions)

B cest le role de la sémantique

Sébastien Bardin -- ENSTA Course 2017-2018 -- Semantic attacks | 33
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EXO : écrire la semantique du langage précédent

Cas simple : juste des variables entieres a, b, ¢, d, ...

Semantique opérationnelle

B une configuration du systeme :

c:Var—= N

B une affectation modifie |'état mémoire :
cex ' z:=a+b
=at+b , .
EE Cssic = cfz + cfa] + b

B un branchement teste |'état mémoire
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<Correction>

BINSTITUT -
Il université

CA
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OUTLINE

 An overview of program analysis

« Basic disassembly: linear sweep & recursive traversal

« Program semantic
« Basic static analysis: constant propagation

« More complicated: domain propagation, taint, combination, slice

* Properties of program analysis
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Dataflow analysis & constant propagation

B on propage des informations le long du graphe de controle
(fonction de transition)

® lorsqu'un sommet admet plusieurs prédécesseurs (sommet de
jonction), on considere la réunion des informations propagés

m on termine lorsque la propagation des informations ne fait plus
“augmenter” le résultat

Constant propagation:

« Atinstruction i, X is sure to be equal to value k for each program execution « x=k»
« Wedonotknow  «X=T»
« [nitialization: «x=_» // still not reached

Sébastien Bardin -- ENSTA Course 2017-2018 -- Semantic attacks | 37
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EXO: constant propagation in practice
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list

ABSTRACT INTERPRETATION IY..

* Precision loss in practice
 Line7:
no « X\in{-2,2}
L Becgmes XA\in T/_/
1 T 2 [T ] 1L
2 T 2 | T3
ip 3 T 2 | T3
4 0 2 | T 13
5 T =21 T3
6 0 2 | T 13
I T T 1 T3
8 Ty T | T3
9 T T 1T 19
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OUTLINE

 An overview of program analysis

« Basic disassembly: linear sweep & recursive traversal

« Program semantic
« Basic static analysis: constant propagation

« More complicated: domain propagation, taint, combination, slice

* Properties of program analysis
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list

Ceatech

ABSTRACT INTERPRETATION IY..

* Precision loss in practice
e Line7:
no « X\in{-2,2}
L X \|n' -2..2 /_/
1 T 2 [T ] 1L
2 T 2 | T3
ip 3 T 2 | T3
4 0 2 | T 13
5 T =21 T3
6 0 2 | T 13
I T T | T3
8 Ty T | T3
9 T T 1T 19
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ABSTRACT INTERPRETATION (2)

FramEWOrk : Eletl'aCt iﬂtEI’prEtBtiDn Generalize constant propagation

m notion of abstract domain
1, 7,4, C, eval”

m more or less precise domains
. intervals, polyhedra, etc.

m fixpoint until stabilization

’ .

A\

' BINSTITUT
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ABSTRACT INTERPRETATION

~
(P(states), U, N, —) S (states™, L, M, —

¥
_________ ~ - 4
'S
g
\
&
A /'
. . ’
Reachable Over-approximation® Bad '
: ! Reachable Over-approximation
states of reachable states, states .
, \ states of reachable states
’ \
’ AN
4
e
-~

- -
- = == =

' BINSTITUT
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KEY INGREDIENTS

Abstract transfert: X :=a+l0
« a=={0} => x == {10}
« a==[0.5] => x==[10..15] m notion of abstract domain
¢« a== => X == 1, T,u, N, C, eval®
m more or less precise domains
Merge _ _ . intervals, polyhedra, etc.
* [a==5][][a==3] =>[a==7] . . e
. [a==5][][a==8]=>[a==T] - fixpoint until stabilization )
¢ [a== |1 [a==8]=>[a==05..8]

Other key points

« Widening ensures termination

« Computation in the abstract is upper-approximated (correctness)

« Galois connexion ensures best abstraction N

Sébastien Bardin -- ENSTA Course 2017-2018 -- Semantic attacks | 44 « A AR SACLAY
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list EXOS & discussions

Ceatech \

« Termination?

 Rules for interval propagation
* Rules for tainting
« Combining interval & tainting

« Slicing

« Static vs dynamic e Correct?

« Complete?

.
universite
RIS-SACLAY
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ABSTRACT INTERPRETATION IN PRACTICE

Key points:

« Infinite data: abstract domain
« Path explosion: merge
 Loops: widening

In practice:
 Tradeoff between cost and precision

 Tradeoff between generic & dedicated domains

It is sometimes simple and useful
« taint, pointer nullness, typing

Big successes: Astrée, Frama-C, Clousot
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OUTLINE

 An overview of program analysis

« Basic disassembly: linear sweep & recursive traversal

« Program semantic
« Basic static analysis: constant propagation

« More complicated: domain propagation, taint, combination, slice

* Properties of program analysis
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PROPERTIES of PROGRAM ANALYSIS

 (Correctness

« Completeness

« Efficiency

 Robustness
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OUTLINE
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THE HARD JOURNEY FROM SOURCE TO BINARY

Low-level semantics of data

m machine arithmetic, bit-level operations, untyped memory Wanted

» difficult for any state-of-the-art formal technique * robustness

* precision
e scale

Low-level semantics of control
m no distinction data / instructions, dynamic jumps (jmp eax)

m no (easy) syntactic recovery of Control-Flow Graph (CFG)

» violate an implicit prerequisite for most formal techniques

Diversity of architectures and instruction sets

m support for many instructions, modelling issues

» tedious, time consuming and error prone
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<apparté> STATIC SEMANTIC ANALYSIS IS VERY VERY
HARD ON BINARY CODE

].i 5

- 3 = I-It,:‘lrlllllh :?:q:'l | \d
syntactic ) -'

( ¥

ABFFF7B0BDT0696CA101001BDE4S CFG VA da I".J"_I e ‘}--.{"-.H-uJ F b

145634789234ABF FEGTBABDCF456 - i L
recovery

5A2BACEDODIFSFSDIENS35715697
145FEDBCADACBDADA59700346901
3456KAHA0SGETHI4SBFFADECAD]
00113456735FFD451E134B0BODAD
344252FFAADBDAAS T345FD780001
FFF22546ADDAES897 76600000000 ' ls)

; . D R Ko
J Te)— [l 0= i) 17
o ™ 1n

(2 joifef)| sisthe [eh "
| M "

7 il
O Mris)lzg)

m notion of abstract domain ' Problems

#
1,T,4, N, C, eval « Jump eax

m more or less precise domains °* memory

. intervals, polyhedra, etc. . Bit resoning
m fixpoint until stabilization -

> , . . . -ICNASRTIN%% université
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ABSTRACT INTERPRETATION IS VERY VERY HARD
ON BINARY CODE

else X = 1;

Problems
e Jump eax [

if (ax > bx) X = -1; ]

syntactic
FTH0BDI0696CAIO1001BDES CFG VA
DCF456

97 | recovery
1

* memory

;
° I I OF := ((ax{31,31}#bx{31,31}) &
Blt resonlng (ax{31,31}# (ax-bx) {31,31}));
SF := (ax-bx) < 0;
ZF := (ax-bx) = 0;
if (= ZF A (OF = SF)) goto 11
X =1
goto 12
regions g X:i=-
- Y,

stack

mallocl

malloc2

global
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ISSUE: DYNAMIC JUMPS

J Tt"‘ }__‘_ i

B (R TTI
I't'JJ: I,',|'1.t_:fm, i

syntactic . .
ABFFF780BD70696CA101001BDE4S CFG VA , I"-‘f.. FL‘}*H;J "
1456347892 34ABFFEG 7TBABDCF 456 i =~
5A2BACADO0SFSFSDIE08ISTISEST | Frecovery

145FEDBLADALBDADASS700346301
3456KAHAI0SGETHIA5BFFADECADS
D0113456735FFD451E13AE0BODAD
344252FFAADBDAAST 345FD780001
FFF22546A0DAERESTTH600000000

f - i oy | .
j 1 lJlf'H flx, 0} HI.H'I:'I J.:{Ih.'.,,ji, I

]||J'.lf.r.,l':",:]'.'-':‘-Hi: [ﬂ:ll I‘:’J‘ -

y [ 0
f7(s) | ~

{-j- JT{]:.::'I. |.:|!i|h|: |:.I.1J

)= = )

L ||.i Tl.';'l Eilf'-l,. : 1 8
.'” | tf’ll:_t.l | :ﬂ Bl
i Lo o

Problems
e Jump eax
* memory
 Bit resoning

. . . . -ICNASQINTC% université
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* Jump eax

ISSUE: GLOBAL MEMORY Problems

* memory
 Bit resoning

@(r, 0) .. | regions

stack

O(r, T) = ... O o =T

malloc2

global
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TSl ISSUE: LACK of HIGH-LEVEL STRUCTURE Problems
e Jump eax

Ceatech

* memory
 Bit resoning

High-level conditions translated into low-level flag predicates

4 N
OF := ((ax{31,31}#bx{31,31}) &
- ~ (ax{31,31}# (ax-bx) {31,31}));
lf (ax > b}[) K — _1: SF := (ax-bx) < 0;
ZF := (ax-bx) = 0;
else X = 1; if (-~ ZF A (OF = SF)) goto 11
- Y X :=1
goto 12
11: X = -1
12:
L. vy

Condition on flags, not on register (nor stack)

.
universite
RIS-SACLAY
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We need useful advanced binary-level semantic analysis!!
e precise, « correct-enough »

* reasonably efficient

* robust
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list SYMBOLIC EXECUTION (Godefroid, 2005) r:;
ceatech PC:=

int main () { |
= input ()
int x = input(); y = input()
int y = input(); z=2*y
int z = 2 * y,
if (z ==1x) { o = {x = X0, ¥ = Y¥0,2 = 2o}
if (x >y + 10)
failure; (?===ﬁ}
} / \PCFT&E}-’D = Xp
success; \
} ) Ij \K >y + 1{}3
PC:=T A2y # X / \
Given a path of a program | \
« Compute its « path predicate » f ’ }
» Solution of f <> input following the path j PC=TAZ0 =XM% >y +10

« Solve it with powerful existing solvers PC:=T A2y =xp AXp < yo + 10
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list SYMBOLIC EXECUTION (Godefroid, 2005)

3 9
o
TR

Ceatech

int main () {

int x = input(); Sl peinis: . :
int y = input(): * No false positive = find real paths
int z = 2 * y;  Robust (symb. + dynamic)
if (z == x) { « Extend rather well to binary code
if (x >y + 10)
failure; == %)
} / \P( =T A2y =X
Success,
} :-* >y + 1{}

PC:=T A E!.:‘g 2 Xp / \
Given a path of a program .

« Compute its « path predicate » f
» Solution of f < input following the path PC=TAZ0 =N > Yo +10
« Solve it with powerful existing solvers PC:=T A2y =x0 Axo < yp + 10
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DSE: PATH PREDICATE COMPUTATION & RESOLUTION

Loc | Instruction

input(y,z)
w = y+1
X :=w + 3

if (x < 2 *z) (branche True)

AWM= O

if (x < z) (branche False)

let W41 2 Yo +1in f\ r\

SMT Solver YO=0AZ0=3

IetX2§VV1+3in
X2<2><Z()/\XQEZO
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DSE: GLOBAL PROCEDURE
. (DSE, Godefroid 2005)

input : a program P
output : a test suite TS covering all feasible paths of Paths<k(P)

m pick a path o € Paths<K(P)
m compute a path predicate v, of o
m solve o, for satisfiability

m SAT(s)? get a new pair < s, o >
m loop until no more path to cover

WL —
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ABOUT ROBUSTNESS (imo, the major advantage)
. Goal = find input leading to ERROR
(assume we have only a solver for linear integer arith.)

g(int x) {return x*x; }
f(int x, int y) {z=g(x); if (y == z) ERROR; else 0K }

Symbolic Execution « concretization »
« Keep going when symbolic

m create a subformula z = x x x, out of theory [FAIL] ) :
reasoning fails

Tune the tradeoff genericity
Dynamic Symbolic Execution - cost

m first concrete execution with x=3, y=5 [goto OK]

m during path predicate computation, x * x not supported

. X is concretized to 3 and z is forced to 9
m resulting path predicate : x =3 Az=9Ay =2
m a solution is found : x=3, y=9 [goto ERROR] [SUCCESS]
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EXO

« DSE

— . . s CARNGT
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x86

ABFFFTECBDTOGISCALOLODIBDEAS
145634789234ABFFEETBABDCFA56
SAZBACEDOOSFSFSD1EDR3ISTLS697
145FEDBCADACBDADGESTO0OIAG901

BINSEC: SYMBOLIC ANALYSIS for BINARY

3A56KAHAZIOSGEFHIASEFRADECADS
001134567 35FFD451E13AB0R0DAD
344252FFAADBDAASTI45FDTE000]
FFF22546ADDAESESTTEE0O000000

ARM

ABFFFTA0BOTOGSECALIOICOIBOESS
145634 789234ABFFEGTEABDCFA56
SAZBACEDODYFSFSD1EOE3IS F1a69T
145FEDBCADACEDADASITOOZ46301
34 56KAHAIOSGETHIASBFFADECAD3
00113456735FFD4A51E13ABOEODAD
344252FFAADBDAASTIASFRDTEOOOL
FFF22546A0DAES89T TE60000:0000

Static analysis

[malware analysis

IR

ABFFFTE0BDTOEIECALIDL001BDELS
145634789234 ABFFEGTEABDCF456
SAZBACEDOOIFSFED1EDBISTISEOT
145FEDBCADACEDADASITOO346901
45E6KAHAINSGETHI4SBEFFADECAD
00113456T35FFDASLEL3ABOBODAD
344352FFAADBDAAS 7 3A5FDTBOD01
FFF22546ADDAESEITTEGOONDOD00

!

vulnerabilities

Symbolic execution

m lhs

B goto addr, goto
m ite(cond)? goto

B assume,

:= rhs |55

EXPI‘ N ORI S |

addr : [ &=

computation

assert, nondet

execution trace
. —
dynamic

disassembly IR
new input

dynamic
symbolic
execution

'/obfuscation

information

partial safe\

CFG

static
disassembly
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Key: INTERMEDIATE REPRESENTATION = 1ps = rhe

W e | nan | | e | m goto addr, goto expr
BRSSO ey g Bt T _
N e B m ite(cond)? goto addr
*
! 63 l{':IE b0 7 ES 1z 0
Hod | gty | RM || | mdex | fese

« Concise

81 c3 57 1d 00 00 | “"="“[ADD EBX 1d57| |+ Well-defined
* Clear, side-effect free

(0x29e ,0) tmp := EBX + 7511;

(0x29e ,1) OF := (EBX{31,31}=7511{31,31}) && (EBX{31,31}<>tmp{31,31});
(0x29e ,2) SF := tmp{31,31};

(0x29e ,3) ZF := (tmp = 0);

(0x28e ,4) AF := ((extu (EBX{0,7}) 9) + (extu 7511{0,7} 9)){8,8};
(0x29e ,6) CF := ((extu EBX 33) + (extu 7511 33)){32,32};

(0x29e ,7) EBX := tmp; goto (0x2a4,0)
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PART I: EXPLORE

Forward reasoning
* Follows path
 Find new branch / jumps int main () { [”
- Standard DSE setting int x = input(; ) o
int y = input();
int z = 2 * y; [U:-{XAXo:y%yw%Zyo}
if (z ==x) { (z = x)
if (x >y + 10) / \l'(PC:=_TA2yo=xO
Advan tag eS } fallure; ek (x> 10/\
* Find new real paths success; '1
« Even rare paths }

PC:=T A2%=xpAxo < yo+10

« dynamic analysis on steroids »
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Solve for new dynamic targets

IN PRACTICE « Get afirst target

* Then solve for a new one
« Get it, solve again, ...
e Get them all!

rfﬁ.ﬂvﬂ’dﬂﬂ3&@ push %ebp

Ox491419
@x4@141d
Bx421420
Ox401425
Ox4a1429
Bx4Q142e

mow
sub
imul
mov
cmpl
ja

Y @x4014el mov %esp, %ebp

Bxc(%esp), keax
$0x4, ¥eax
Bxc(%esp), ¥eax —
¥%eax, 0x4d (¥esp)
$0x6, x4 (¥%esp)
9x4014a0

Ax4@1430  mov Ox4 (%esp), %heax
0x401434  shl $0x2, Keax
0x401437  add $0x40a064, %eax
@x48143c  movy (%eax),%eax
@x401441 mow feax, kecx

A @x401446  mov kecx, keax

@x4815a8 ...

\ax4a144b jmp *heax

Ox401470 . .. @x4014fa ... Bx4014a@ . .. Px401450 . ..

@x4815a5 call D @x401475 call F1 @x4@14f5 call F2 9x4014a5 call F3 @x4@01455 call F@

@x4816d0 leave
9x4@16d1 ret

With IDA + BINSEC

- . . s CARNGT
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EXAMPLE: FIND THE GOOD PATH

) Sadd @030 00D 0004 oone fFff opae

7060010 00b3 0AR0 02RO 0000 0040 GA00 0000 G200

o

0x401045 call ReadFile
0x40104b xor ecx, ecx

( nrnmIInInNTIN I

an

00 0000 bunny_slopeéflare-on, con
Failure

Crackme challenges

B Input == secret +— success

m input # secret +— failure
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0x40104d mov al, input_bufferfecx]
0x401853 xor al, Ox7d

0x401055 cmp al, data strlecx]
0x40105b  jnz @x40107h

Ox40107h

You are failure

ecx < @x18

x40105d 1nc ecx 0x401063

0x40105 cmp ecx, W18
0x401061 j1 @xdo1e4d ‘)

gcx = Ox18

A

You are success

BINSTITUT "
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int main(int argc, char *argv[])

EXAMPLE: FIND BUGS
{
struct {

GRUB2 CVE 2015-83/70 int canary;

char buf[16];
Flevation of privilege } state;
, , my_strcpy(input, argv[1]);
nformation disclosure state.canary = 6;

Denial of service grub_username_get(state.buf, 16);
if (state.canary '= 0) {

printf("This gets interesting!\n");

}
printf("%s", output);
printf("canary=%08x\n", state.canary);

Thanks to P Biondi @ AIRBUS
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PART II: PROVE

Prove that something is
always true (resp. false)

eg: 7y? - 1 # x2

(for any value of x, y in modular
arithmetic)

Many such issues in reverse

* IS abranch dead?

does the ret always return to the call?

have | found all targets of a dynamic jump?
does this expression always evaluate to 15?

Not addressed by DSE
« Cannot enumerate all paths
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BACKWARD-BOUNDED SYMBOLIC EXECUTION

\ p - Compute k-predecessors
O A Re e If the setis empty, no pred.
O ) A N A  Allows to prove things
K O paths over
. approximated
paths K / * False Negative: k too small
i « False Positive: CFG incomplete
L?:nsrtnl nutatir:::n O ’ ackware :
P : pounded
DSE
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FORWARD vs BACKWARD

ka’ﬁ@ |- mmee—=m- 1
PC:=T
|
x = input() I
y = input() /!
z =2 %y /
o= {x = X0,y — Y.,z — 2¥ } O
=) R O paths over
ipc;q A 20 = %0 ¢ / approximated
X >y + 10/ pathS .
e lostin O backward
computation :
PC:=T A 2yp =xp A x0 > yo + 10 | E{;LEJHdEd
PC:=T AN2yg =xp Nxg < ¥y + 10

(forward) DSE  bb-DSE

Explore & discover

feasibility queries
infeasibility queries

scale

Sébastien Bardin
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* Prove infeasible
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OUTLINE

* Context

 Formal methods

 QOverview of program analysis

 The hard journey from source to binary
« A few case-studies

e Discussion & Conclusion
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Remember

QA
BINSTITUT =
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SHHH HOH8 Sdcd 338Y bef 0H12 @AHA O0bE 4EAA ODEE Sdc3 558

VULNERABILITY DETECTION
(use after free) 2300 5288 deoa bous 520 0600 00bs 4500 000

e5c7 @548 bfoe BEZZ2 sk5 eSc7 BS54 bfoe BEZ
5dc3 5589 @583 ecld s5dci 5589 2583 ecl
BEGH aidl bFde AAAR mAdf hFfe QA

Entry point

FBOS gp¢

BbO4 B548

BBcE 45F0

. . i ] ] BEA8 A0eT

Static analysis Dynamic symbolic execution Seo7 secs

' f
Weighted foon 741s
GUEB dice ae0a aoagfe

781 cogh FBEO ch4s R p—— i
Binary—| Bl BINSEC BN g oo reoo oot c7on bap
> c645 Hoas W Foe8 645 Tab
. o - " g 1 o i o feagl T56; e T58a CTO5 4Eb
: ; i i ; fogh 754 B8 T56a €785 48b
- UaF detection | | Slice extraction Inputs generation:  UaF validation : 70 (o o100 0oes 5901 oos
- Uaf detection | Inputs g - Ve validation s o ser-Fiea caas reas ceas rea
i ! : : : aghf 408 B8 0E . T 05 4ELF BefH @406 GO0
E . ,,,,,,E NI ...................i S | Y Wi 0Eea 63 i - BAsT AMgE DEEA o645 F7FE1 chd
T ndgd Foa@ 741N c64% fans Be7d fcaa 741

48LF fedd TR0 O00Q
ffog v48f <725 46bf
GE30 24e8 9923 44003
cGA5 FaGE o645 fans BTy
fe@h TH0a 735 48bf Ce=03

FochB T50a c7@5 4B8bf Qedd

A Pragmatic 2-step approach Feas 750¢ Bo7a 708 7an: gook
c645 981 ce45 fadz BATI F7E1 L
e scalable and correct Sde3 some oSo7 0340 bF0= 00bs S1ONASO Sdos 5589 =2\ 054

aas BobA 4508 8006 Sdcd at40 hFoe ON jp Beaa -m- HREl]

CTESWIERT BelE BTIE 000
Ba7d 28 T468f cT35 48b
€99 QERAE A0ed 9933 000
fEEE cS4% fo6E c645 fad
EO07d felb 502 705 48b
BOdd Foid [la ¥@5 48b
ba7d Femd Toiyg BA7H ffa
Hedl DEO0 A000NW-hih ehst
EEE cEd5 F9R1 Agas Tan

afde BEZ1 BEAE BOhLE SEREA 5589 es5c7 65 bfoe BEJ G
25CT B548 bfoe PEZZ EEED pEEE Sdcd S55ESNESCT 054 BEI
Sdc3 3589 2583 ecld CTO5 gELE 4200 0000 Nhe ESE3 ecdl
IBEE ald8 bfd= ORE] FEOZ 40bf O=08 0100 QO uid‘ bfo= DRE
Eb@4 BS540 elBb OBFF eOcS OFRET MAAZ OOOE BbhON BS54 =100 OBF-
ok 45F9 BEcs 45Fa BACT A5F7 QOcE 45FE BOcG o QEcs 45F
IBEH AEe9 d9E1 BPEEE C645 6548 bfAe BREZ BDEAA BO — FTTTT
- ce4s f968 ce45 Tabl B@7d fiel cs545 fEEE ce45 9868 ce45 fan
FI nd a feW new CVES 48bF Be@E @380 0006 B807d fLEE T50a 765 48LF 0e6E 9300 006!

Fc@@ T5Ga c7O5 4&8bf @ed3 fpee 7418 Eo7d fc@@ TSEa cT@5 4&b
Fe@d 7415 BA7Fd fbhod 740F popd @mOBA BOTd fo@d T415 Ba7d fbhoi
IGAE BEEE 2933 BL0H GO -JEL 483hF OcOE DEAD POBEE <933 B101

e 2

Find a needle in the heap!
Illlllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll
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CASE-STUDY: THE XTUNNEL MALWARE (part of DNC hack)

APT28, Fancy Bear, Sofacy, Sednit, Pawn Storm

Minisry o Defense  NATO,EU nstiution 1ys yonde DG Demoerate Two heavily obfuscated samples
‘irst seen ‘ C_?fffsiﬁls| o ?flf-?tag Polical Actiss I 9 « Many opague predicates

. Office(kce) | Flash
CVE-2015-242 : F-2015-

(x2)

7 ﬁlash + &Vindowg 10

Goal: detect & remove protections
* Identify 50% of code as spurious
 Fully automatic, < 3h

Windows (LP) Java (<2)

L2

! C637 Sample #1 99B4 Sample #2

o1 | e Extract #total instruction | 505,008 434,143

0 | A F
[

[ talive | +279 483 +241177

e e 4y e
.
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OUTLINE

Why binary-level analysis?

The hard journey from source to binary

A few case-studies

Discussion & Conclusion
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LIMITS

dymamic execution trace dynam!c

IS disassembl . symbolic

« Trade off precision — scale — correct/complete new npu

« Can be mitigated in some ways by combination p‘“““cifé\ riaton
disassembly

« Semantic approaches always have weak points
« Diffuse tainting

« Play with physical effects (side channels)
« Hard to solve formulas

« Take great care:

« Make everything looks like it depends from input
« Make everything looks like it helps compute result
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CONCLUSION

dymamic execution trace dynam!c
. . . . disassembl ‘_t ;{;B;L‘fﬂ
* Binary-level security analysis needs advanced tooling e -
- Current syntactic and dynamic methods are not enough ""“‘aiifé\ S
disassembly
[

Semantic analysis complement existing approaches

« Well-adapted — semantics is invariant by obfuscation or compilation

Explore, prove infeasible, simplify -- and allows succint reasoning
* Promising case-studies

Especially: need to be taken into account by defenders

Yet, challenging to adapt from source-level safety-critical
* Need robustness, precision and scale!!

W2 L]
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Ideas

- Example : S&P 2015 en plus, SAGE en plus, citer « can obfuscation kepp up with the pace of
program analysis»
- Duality, protections
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